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Research on the Appropriate Expansion of Access Service Provider’s Copyright
YUAN Feng

('School of Communication, East China University of Political Science and Law, Shanghai 200042, China )

Abstract: In the era of new technologies, due to changes in technology and the shape of the Internet industry and the development of
international copyright development, the “safe haven” rules of traditional access service providers need to be re-enacted, but the key issue is
what kind of copyright liability is added and how to design the system. In this regard, there are mainly two disputes about the choice of system
models in the theoretical and practical circles: one is the “three strikes ” system; the other is the “net ban” system. As far as our country is
concerned, we should add the obligation of the access service provider to "block the Internet", because compared with the “three strikes out”
system, the “net ban” system is more legitimate and reasonable in terms of technical level and legislative construction, and the system
implementation cost is lower, and the efficiency of rights protection is higher, but in the specific design, it should be combined with China's

system and national conditions for localized transformation.

Keywords: new technology era; access service providers; “three strikes ” system; “net ban” system
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Misunderstandings of Criminal Regulations of Crawling Public Data and

the Corresponding Correction
—Cut from the Country’s First “Crawler” Sentencing Case

SHI Jinghai, SU Sangni
(Law School, Southwest University of Political Science & Law, Chongqing 401120, China )

Abstract: The country ’s first “crawler” indictment case reflected the problem of criminal law ’s over-regulation of crawling public data. The
reason for this problem is that the judicial practice is dominated by technical judgments to expand the application of the crime of illegally
obtaining data. Specifically, under the legislative provisions that determine the illegality of the form of crawling behavior based on the
technical authorization of the data controller, the judiciary uses the technical attribute of the data to replace the legal attribute to judge the legal
interest infringement of the behavior. From the perspective of the unification principle of legal order and the data security view that takes into
account both security and development, the expansion and application of crimes led by technical judgments should not be the position of
criminal law data crawling. In fact, data security protection should adhere to the restraint of the criminal law based on the consideration of data
development, and limit the criminal law of crawling public data to the scope of protecting important data that has been typed in the criminal law
and maintaining the normal operation of computer systems. For crawling public works data that has been typed and protected by the criminal
law, which should be punished based on all the facts of the case, it should be determined as a crime of copyright infringement; for other public
data crawling activities that are not typed in the criminal law, the crime of illegally obtaining data cannot be applied. But when the act of
crawling public data disrupts the normal operation of the computer system and should be punished, it can be determined as the crime of
destroying the computer information system.

Keywords: crawler; crawling; public data; data security; the crime of illegally acquiring computer data
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