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Probing the wireless channel in wireless networks to generate a shared key is an increas-
ingly interesting security topic. However, not much work has been focused on wireless
channel probing in multi-user applications for Shared Key Generation (SKG). In this paper
we propose a scheme of multi-user wireless channel probing using a broadcast approach
and a fuzzy controller. In the proposed scheme, the concept of Desired-Weighting Factor
(DWEF) is introduced to meet a user’s Key Generation Rate (KGR) requirement. The exper-
imental results in this primary study show that the fuzzy controller can be used to satisfy
KGR requirement by efficiently tuning the probing rate under dynamic conditions.
Compared with the conventional Proportional-Integral-Derivative (PID) controller, the
proposed probing scheme with a fuzzy controller may produce smaller overshoots and
fewer oscillations. The fuzzy controller in the proposed scheme also stabilizes the KGR
at desired values, improves the SKG accuracy, enhances the control capability, and
increases the entropy rate. The study indicates that the proposed multi-user probing
scheme can be used to make a trade-off between probing efficiency and the user’s KGR
requirement.
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1. Introduction

Generating a shared key between two parties (legiti-
mate users) through a wireless channel is an increasingly
interesting topic of security in wireless networks [1-14].
The properties of a wireless probing channel such as reci-
procity, randomness, and location-specification can be
used to produce highly-correlated states in terms of bits
for a shared key. Such key generation is information-theo-
retically secure, since a third party (an illegitimate user)
half a wavelength away from the legitimate users may
eavesdrop but has difficulty generating the same key in a
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rich scattering environment where the channel varies
rapidly with time and spatial position [15]. The illegitimate
user is unable to break down the key even with supercom-
puting power. One feasible and simple method to generate
a shared key through a wireless channel is to use the
Received Signal Strength (RSS) [1-4]. The RSS-based meth-
od has three major steps: quantization, information recon-
ciliation, and privacy amplification. First, the legitimate
users can send channel probing frames to each other to
measure the RSS from participating wireless devices. This
process is called channel probing. The measured RSS se-
quences can then be quantized in terms of bits. An infor-
mation reconciliation process can be applied to correct
the difference of bits streams obtained by different users
in order to reach an agreement on the key. Often, a pri-
vacy-amplification process is then employed to remove
unnecessary bits and to minimize the correlation between
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bits to make strong keys. The detailed steps can be found in
[2] and the method implementations can be found in [2-5].

Early work concentrated on theoretical analysis [9-12,14],
while recent work has focused on the implementations of
Shared Key Generation(SKG) schemes using off-the-shelf
wireless devices [1-4,13]. In practical implementations,
the phase reciprocity of frequency selective fading
channels [12,16] is employed.

Communications in many group-oriented multiple-user
applications have various settings, ranging from multicast-
ing in a network layer to teleconferencing/videoconferenc-
ing in an application layer. The privacy and integrity of
such communications require specific security services.
Although peer-to-peer security implementation has be-
come more mature, the security of group communication
remains challenging and relatively unexplored. People
realize that SKG in group communication is not a simple
extension of two-party communication. The demand for
specific techniques to generate a group key in multi-user
applications in group communication is relatively high
[17,18].

As an extension of our previous work [1,34] that only
concentrated on two-user application scenarios, this paper
focuses on a wireless channel probing technique to gener-
ate a shared key for multiple users. The proposed multi-
user channel probing scheme is based on broadcasting
technology. Without losing generality, in this paper we
consider three multi-user network topologies: single clus-
ter, isolated multi-cluster, and networked multi-cluster. In
order to meet multiple users’ KGR requirement, we intro-
duce an index called the Desired Weighting Factor
(DWEF). In addition, we employ a fuzzy controller to tune
the probing rate for obtaining an actual KGR which is as
close as possible to a desired value. We empower each user
to have own desired KGR and corresponding DWF. Like the
one-time pad cryptographic system, we try to increase the
frequency of key changes in applications and provide a
large desired-KGR value for high security consideration.
In order to study the feasibility and applicability of the pro-
posed SKG scheme on multi-user application scenarios, we
experiment with different DWF values. For applications
that either cannot tolerate any delay, any failure of key
generation (e.g. videoconference), or are sensitive to the
key generation rate, we set a large DWF value, while for
ones that are not sensitive to the key generation rate we
set a small DWF value.

In order to produce smaller overshoots and fewer oscil-
lations, stabilize the KGR at desired values, improve the
SKG accuracy, enhance the control capability, and in-
creases the entropy rate, we use a fuzzy controller. The
performance evaluation of the fuzzy controller is com-
pared with the Proportional-Integral-Derivative (PID) con-
troller in the proposed channel probing scheme.

The paper is organized as follows. Section 2 presents
the system model, adversary model, and problem defini-
tion. Section 3 depicts the multi-user wireless channel
probing scheme. Section 4 gives the test-bed setup. Sec-
tion 5 presents experimental results and discussion, fol-
lowed by a last section that gives conclusion with
future work.

2. System model, adversary model and problem
definition

2.1. System model

Assume there are N users in a wireless network, with
each user considered as a node. Each user has equal com-
munication and computation capacities. We term any
two nodes within their communication coverage as a pair.
Any pair holds a bidirectional wireless link. We consider
two legitimate users (say Alice and Bob, as one of the pairs)
who want to generate a shared key. Alice and Bob indepen-
dently apply the following four steps [2]: channel probing,
quantization, information reconciliation, and privacy
amplification [19], respectively.

Channel probing is first used to collect wireless channel
characteristics by legitimate users Alice and Bob. In this
step, Alice and Bob exchange their request/reply probing
frames within the duration T,. Alice sends every probing
request frame to Bob who instantly replies a packet back
to Alice after he receives the request. We assume Alice
sends the probing request frame with a fixed interval in
single probing duration. At the end of the changel probi ng,
Alice and Bob get channel measurements H, and H,
respectively as

Ho = {ha[1], ha[2], ha[3], ... ha[N]}'
Hy = {hy[1], hy[2], (3], ..., Ry [N]}'

where the superscript T denotes a matrix transpose and
huli] (u=a,b;1 <i<N) is the estimation of the channel
characteriitic hy[i] at time i. The subscript u stands for a
user and H, stands for the set of network channel charac-
teristics in terms of a matrix or vector.

Quantizatiotl_js use(Lto convert the measured channel
characteristics H, and H}, into bit sequences. Information
reconciliation is an error correction process carried out
by both legitimate users in order to ensure that the keys
generated separately on each side are identical [10]. Dur-
ing the reconciliation, some of the bitwise information
may be revealed to an illegitimate user (Eve) from the
eavesdropping during the communication between Alice
and Bob.

Privacy amplification is a process to reduce or effec-
tively eliminate Eve’s partial information about the legiti-
mate key and to minimize the correlation between the
bits in a bit stream.

Any pair of legitimate network users would adopt these
four processes. The details about how to implement the
processes can be found in [2].

(1)

2.2. Adversary model

In an adversary model, we assume that there is an
adversary (say Eve), who tries to break the key generation
by eavesdropping on the communication among legitimate
users. In this study, we make the following assumptions.

e Eve can read all the communication and can measure
the channels.
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e Eve knows in advance the key extraction algorithm and
the parameters to be measured.

e Eve can be geographically close to (e.g. several wave-
lengths away), but not at, the location of the legitimate
users.

e Eve can neither jam the communication channels nor
modify messages. Eve cannot cause a man-in-the-mid-
dle attack. Eve’s disruption of the key extraction and
the authentication of legitimate users is not the focus
of this paper.

2.3. Problem description

In multi-user networks, multi-pair channel probing can
be achieved by a series of pair channel probing. Each pair
probes the channel independently and simultaneously.
Based on the probing independence, we could hypothesize
that the adaptive scheme for SKG [1] could be used to im-
prove the group-probing efficiency. This way the multi-
user probing can be simply accomplished. Unfortunately,
such a hypothesis may not be valid, since it focuses only
on point-to-point communication within each pair and
ignores group communication where multiple users can-
not simultaneously launch probing processes because of
co-channel interference.

For multi-user networks we propose a broadcast ap-
proach by sending a probing frame from a single user to mul-
tiple ones. When the receivers (legitimate users) obtain the
frame, they instantaneously return messages to the sender
as packets in sequence. The group broadcast probing rate
can be determined by each user’s desired-KGR and corre-
sponding Desired Weighting Factor (DWF). In such group
probing, a low broadcast probing rate may satisfy the
requirements of users with a small desired-KGR but not sat-
isfy the requirements of users who have a large desired-KGR.
If the broadcast probing rate is high it meets most users’
requirements, but decreases probing efficiency and wastes
network and computational resources. A trade-off between
all users’ KGR requirements and probing efficiency is consid-
ered through a weighting factor described as follows.

3. Multi-user wireless channel probing

A key component in the proposed method is how to
weight the importance of KGR requirements based on dif-
ferent network topologies. In this section, we consider the
scales of the desired weighting factor based upon the user’s
requirements. In order to present the strategy of multi-
user group channel probing, we classify various types of
user clusters. We then present our methodology in terms
of a strategic approach, the process scheme, and illustra-
tive flowchart of our group channel probing.

3.1. Desired weighting factor

To best meet the users’ KGR requirements while main-
taining high probing efficiency, we introduce a Desired-
key-generation-rate Weighting Factor (DWF). This factor
helps determine the optimal probing rate with an accept-
able efficiency. We classify the DWF into four scales.

e Trivial scale (w = 0): the KGR requirements are satisfied
trivially by the user.

o Normal scale (w = 1): the KGR requirements are within
the user’s tolerance.

e Anxious scale (w = 2): the KGR requirements should be
satisfied as much as possible.

e Essential scale (w=3): the KGR requirements must be
completely satisfied.

Different DWF values will be assigned to weight the
group key generation rate (KGR) depending on each user’s
requirement satisfaction in our proposed group probing
channel scheme. The values can leverage the important
requirements by different users within the group
communication.

3.2. Multi-user types

As long as there is a single node in a given network that
can broadcast a probing frame to all the other nodes, we
can assign the task of group probing to this node and ob-
tain a group shared key. However, it is highly possible that
no single node can broadcast a probing frame to all the
other nodes. We identify three multi-user network types
by their network topology: single cluster, isolated multi-
cluster, and networked multi-cluster, respectively. The def-
initions of these types are as follows.

Type I: Single Cluster. A single cluster is a network group
with N nodes and at least one single node is able to directly
communicate with all other nodes. The group is considered
to have a single root node, u,, and N - 1 member nodes, u;.
,Up, Us, ..., Uy_1 Shown in Fig. 1a. This single cluster has
N nodes and has N — 1 pairs (connections). This type is
an infrastructure employed for the rest of the network
types. We may consider, for example, the root node as a
base station and the member nodes as mobile users. As-
sume that each pair has a desired-KGR k; that can be calcu-
lated based on channel measurements [1,34]. There are a
total of N -1 pairs, and the system has N - 1 desired-KGR
values ki, kz, ks, . .., ky_1 and their corresponding DWF val-
ues, Wy, Wy, W3, ..., Wy_1, fespectively. The root node cal-
culates the group broadcast probing rate in terms of
newly-introduced parameters: weighed desired-KGR
(KGRwq or k) and weighed actual KGR (KGRya or K. The
weighed desired-KGR k in Eq. (2) can be used to balance
N — 1 pairs’ requirements.

N-1

k=73 "(kwi) + o (2)

i=1

where 7 denotes the group weighing coefficient and o de-
notes the group compensating value. Both y and o will be
discussed in Section 5.3. The weighed actual KGR K is the
average of the actual KGR values. It can be calculated as in
Eq.(3)and is used to process the actual KGRs from each pair.

_ 1 N-1
K=y—1 ZK,- 3)

where K; is the actual KGR between the root node u, and
the member node u;.
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Y Rootnodes @ Membernodes || Gateway nodes

(a) Single cluster

(b) Independent multi-clusters

(c) overlapped multi-clusters

Fig. 1. Classification of multi-clusters with multiple nodes (users): (a) single cluster, (b) isolated multi-clusters, and (c) networked multi-clusters.

In general, the desired and actual KGR values are differ-
ent. We can tune the broadcast probing rate and minimize
the difference so the actual KGR can be as near as possible
to the desired value. In order to achieve this goal, we em-
ploy a controller. In this paper we introduce a fuzzy con-
troller, rather than the traditionally used PID controller.
We compare these two controllers and present and discuss
the experimental results in the following section.

Type II: Isolated Multi-Cluster. In this case, there are mul-
tiple clusters that communicate independently: the nodes
within one cluster do not communicate with the nodes in
another cluster. Such networks can be divided into several
independent clusters, shown in Fig. 1b, with each of these
being a single cluster. The probing scheme to be used is the
same as given in Type . Since these clusters are indepen-
dent, nodes within a cluster do not suffer from channel
conflicts.

Type III: Networked Multi-Cluster. In this case, there are
also several clusters, but these clusters are not indepen-
dent. At least one node in each cluster is connected with
other node(s) in another cluster. In order words, different
clusters share node(s) as shown in Fig. 1c.

The nodes belonging to more than one cluster are called
joint nodes. There may be multiple joint nodes and the
node chosen from among the joint nodes by an algorithm
is defined as a gateway node. Therefore if a wireless net-
work system has m multiple networked clusters, there
should be m-1 gateway nodes.

Because of the gateway nodes, the root node of each
cluster cannot simultaneously broadcast to all other
member nodes. However, for Type Il topologies one can
design and implement a sequential process of channel
probing for shared key generation, since each cluster only
occupies the wireless channel for a certain period of time.
This prompts us to analyze and allocate the time required
for each cluster’s group probing. We suggest that the time
used to accomplish channel probing is proportional to
computing the DWF. We define the total DWF for a clus-
ter as the sum of the DWFs of each pair communication
within the cluster. The total DWF becomes, therefore,
the basis to determine how much time is required for
the whole cluster’s probing. The larger the total DWF,
the longer the time a cluster consumes to accomplish
the channel probing.

Type III clusters are more complex. Given m node-con-
nected clusters in a Type III topology, with cluster j having
S nodes. The total number of participating member nodes
isS —1.Weletw/(i=1,2,3,...,5 — 1) be the DWF value
of the member node u{ in cluster j. The superscript j stands
for the jth cluster (j=1,2,3,...,m) and the subscript i re-
fers to the member node i. The summation of M denoted
as Wy, is given by

W =S W, (4)

Cluster j takes the following time percentage for its
channel probing

D >
un__ 2=t (5)
Zj:ﬂ/v)sum Ej:]vvlsum

This method can also be applied to both Type I and Type II
topologies. For Type I (m = 1), the time percentage is unity.
For Type I, the process of channel probing can be in either
sequential or parallel, and the communication mode can be
broadcasting within each cluster as in Type I. Once it takes
over the wireless channel, each cluster uses exactly the
same probing process as described in Type I. The channel
probing procedure can be given in the following scheme.

3.3. Multi-user wireless channel probing scheme

A detailed description of the channel probing scheme in
a single cluster is given in Fig. 2. First, the root node initial-
izes parameters, obtains desired-KGR values k; and calcu-
lates the weighed desired-KGR k from Eq. (2). Monitoring
the radio channels for all the participating nodes can be
done by open source tools such as tcpdump [20] (a common
packet analyzer) or the monitoring software pcap to cap-
ture packets traveling over a network. For UNIX or LINUX
platforms, pcap can be found in the libpcap library; for
Windows systems, WinPcap [20] can be used. The GUI net-
work packets analyzer Wireshark [21], based on the open
source pcap/tcpdump protocol, could be used as well.

All these software tools allow the users to intercept and
display TCP/IP and other packets being transmitted or re-
ceived. The root node probes the channel by continually
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broadcasting ICMP PING and receiving REPLY packets [20],
while the member nodes probe the channel by returning
REPLY packets and receiving PING packets.

As a pair, the root and member nodes receive a frame
nearly at the same time instant. Thus the pair based cor-
responding RSSs can be measured. Due to wireless reci-
procity, the RSS measurements have the same
characteristics (i.e., same physical quantities) at both root
and member nodes. Next, all the nodes within a cluster
estimate its entropy rate as the index of efficiency. After
information reconciliation and privacy amplification, each
legitimate user calculates the actual KGR. The last step is
to reduce the difference between the desired and actual
KGR values. The root node calculates the weighed actual
KGR K and compares it with the weighed desired-KGR
k. A fuzzy controller can be introduced to figure out the
new probing rate for the next loop during an iterative
process.

The process of sending and receiving a probing packet
pair, like ICMP PING and REPLY, is called a probing process.
The time of a probing process is measured in terms of the
probing rate f (unit: Hz). The probing duration is denoted as
T,. A series of probing processes at the same probing rate is
called a probing loop.

3.4. Lempel-Ziv complexity and entropy

In order to measure the quantity of information from a
stochastic process, we need to compute the entropy and
entropy rate. For example, to estimate the probing effi-
ciency, we need to calculate the entropy rate of the RSS se-
quence as the index. Intuitively, a high probing rate results
in a low entropy rate with large KGR.

A
Weighted Desired | Fuzzy Controller
KGR

v

Parameter Tuning

Weighted Actual KGR

— Probing Rate
; BT

KGR Calculator

Monitor Initial

WIRESHARK ?
l Hash Function Privacy
Amplification

Shared Cannel

Probing Approach f
Cascade

by Broadcast
ICMP PING/REPLY

I t

RSS Extraction Entropy Rate

Reconciliation

Calculator

Fig. 2. Flowchart of multi-user wireless channel probing for a single
cluster.

The entropy rate is a property of a random process and
is therefore difficult to evaluate [24]. In fact, the knowledge
of the probability distribution involved in its calculation
requires, in principle, an extensive sampling that usually
cannot be performed [25]. In contrast, the complexity as
originally formulated by Lempel and Ziv (LZ76) in 1976
[22] is a property of individual sequences that can be used
to estimate the entropy rate. Because of page limitations,
we only give a brief introduction to show how LZ76 works.
Detailed expression can be found in [22].

Let X be a random variable or random vector, taking val-
ues in an arbitrary finite set A and with distribution prob-
ability p(x)=Pr{X=x} for x€eA. The entropy of X is
expressed as [23]

H(X) = H(p) = —)_p(x)logp(x) (6)

XeA

The entropy rate H, or per-symbol entropy, of X is

rllinl%H(Xl,Xz,X3,.,.,Xn) (7)
whenever the limit exists. Here H(X;, X3, X3, ..., X;) is the
entropy of the jointly distributed random variables X;, X5, -
Xs, ..., Xy and n is the total number of random variables.

The equation that estimates the entropy rate by Lempel-
Ziv complexity (LZ76) [22-24] can be expressed as

Cuty) = 20080+ 1) ®)

where subscript d is the diversity of samples in x range,
and N is the total number of RSS values. The detailed dis-
cussions about the parameter q can be found in [1,34,22-
24].

3.5. Feedback controllers

In order to calculate an “error” value as the difference
between a measured process variable and a desired set-
point, a controller (algorithm) in the field of process and
control engineering [28] can be employed. In this study,
in order to produce smaller overshoots and fewer oscilla-
tions, to stabilize the KGR at desired values, to improve
the SKG’s accuracy, to enhance the control capability, and
to increase the entropy rate, we deploy a process controller
to obtain RSS sequences for KGR extraction in channel
probing. In the proposed channel probing scheme, we will
use a fuzzy controller in this study and compare its perfor-
mance results with the results by using a traditional Pro-
portional-Integral-Derivative (PID) controller. Both the
fuzzy controller and PID controllers are well established.
Due to page limitations, we only briefly address their
mechanisms. Details can be found in [28].

Proportional-Integral-Derivative (PID) controller. The PID
controller has a generic control loop feedback mechanism
that provides control actions for specific process require-
ments. The controller attempts to minimize the error by
tuning the process control inputs (parameters). The re-
sponse of the controller can be an error, the degree to
which the controller overshoots the setpoint and the de-
gree of system oscillation. The PID controller is fully ade-
quate for some applications that commonly feature low
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to moderate control-quality (e.g. timing or precision) con-
straints and well-defined and stable dynamic system
behavior. The PID controller has been widely used in
industrial control systems or process engineering.

The PID controller can be deployed to obtain KGR se-
quences in the present study of channel probing. The
framework with a PID controller in the RSS-KGR control
process is shown in Fig. 3. In the ith loop of process control,
we set the probing rate f; as input to probe channel. At the
end of this loop, we get the KGR value.

K; as output actual KGR and as feedback to be compared
with the desired KGR k. The PID controller then calculates a
new probing rate f;.; for the next loop. The controller mod-
el is

ﬁ+l :fi+Gp(Ki *k) +GI2(K]‘ *k) +GD(K,‘ 71{,‘,1) (7)

Jj=i—o

wherei=1,2,3,..., and « is the order of integral gain. The
values Gp, G; and Gp are proportional, integral and deriva-
tive gains in the PID model [1,34], respectively.

Fuzzy controller. Since the concept of fuzzy logic was
coined by Lotfy Zadeh in 1965, it has become an important
mathematical and engineering tool to deal with uncertain,
imprecise, or qualitative decision-making problems. A fuz-
zy logic based control system, called a fuzzy logic control-
ler (or simply a fuzzy controller) is a mathematical system
that analyzes analog inputs in binary bits. Fuzzy control-
lers that combine intelligent and conventional techniques
are commonly used in the intelligent control of complex
dynamic systems.

The principle of fuzzy controllers is conceptually very
simple. The controller consists of an input, a processing,
and an output stages. The input stage maps sensor or other
inputs to the appropriate membership functions and truth
values. The processing stage invokes each appropriate rule
and generates a result for each, then combines the results
of the rules. Finally, the output stage converts the com-
bined result back into a specific control output value.

One benefit of using fuzzy control is that it can handle a
large number of inputs, most of which are relevant only for
some special conditions. Such inputs are activated only
when the related condition prevails. In this way, little addi-
tional computational overhead is required for adding extra
rules. As a result, the rule-based structure remains under-
standable, leading to efficient coding and high system per-
formance. There are a large number of successful

applications of using fuzzy controllers. The details about
theoretical control modeling and implementations of fuzzy
controllers can be found in [26-28].

People use both fuzzy controllers and traditional PID
controllers. Their performances are compared from case
to case. For example, they have been designed and com-
pared in on-line control of an advanced biodiesel micro-
wave reactor system in a trans-esterification chemical
process [29]. Experimental results indicate that the PID
controller with good tuning gives good performance,
while fuzzy controller has minimum overshoot, under-
shoot, and steady state error in temperature control,
which is its most important parameter in biodiesel pro-
duction. They are designed and compared in transporta-
tion studies [30] and fuzzy controllers are shown to be
more robust: they are easy to use with existing models,
and can easily deal with more inputs/outputs in process
control systems.

Overall, PID controllers are widely applied in industrial
processes owing to their simplicity and effectiveness for
both linear and nonlinear systems, while fuzzy controllers
have fairly high performance and are more robust in han-
dling large numbers of controlling variables, especially
working with computing power.

Recently, people have developed combined controllers
such as fuzzy PID and fuzzy PI controllers [31,32]. How-
ever, these innovative controllers technically remain open
and there is still a need to study the controllers’ easy-tun-
ing feasibility and performance applicability.

In this study, we propose to implement a fuzzy control-
ler [26-28] to determine the probing rate. The architecture
of the fuzzy controller is given in Fig. 4.

The fuzzy controller is composed of four basic compo-
nents: fuzzification, rule base, inference mechanism, and
defuzzification. We calculate the error e(i) between k and
K and its differential error e'(i) as the inputs to the control-
ler, and the probing rate f{i) as the output from the control-
ler. The design of our controller is briefly given as follows.

Membership functions. In the controller, all real variables
are first fuzzificated into fuzzy variables. As usual, the fuz-
zy variables are defined as Negative Large (NL), Negative
Middle (NM), Negative Small (NS), Zero (ZO), Positive Small
(PS), Positive Middle (PM) and Positive Large (PL), respec-
tively. Each fuzzy variable has its own triangular member-
ship function y, shown in Fig. 5. Input sets include e(i) and
e'(i), shown in Fig. 5a and b, respectively. The rules are
listed in Table 1.

Disturbance

Setpoint error Probing
KGR Rate RSS
Sequence
PID Actuator Process _
. Controller PING MONITOR 4
KGR
Calculator

Fig. 3. Framework of the PID controller in RSS-KGR control process.
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Inference mechanism. For any inputs e(i) and e'(i), each of
them has two fuzzy variables (sometimes they are the same)
according to the membership functions. For example, when
e(i) = 6; €'(i) = —1, the fuzzy values of e(i) are “PS” and “PM”
while those of €'(i) are “ZO” and "NS” according to Fig. 5.
Thus, in the maximum condition four rules are matched,
such as “NS”, “NM”, "Z0”, and “NS” as in Table 1.

Defuzzification. In most situations, multiple rules are in-
ferred and applied. The center of gravity (COG) defuzzifica-
tion method can be employed for combining the
recommendations represented by the implied fuzzy sets
from all the rules [22]. According to the COG method, we
have F(i)=—1 as the output. As the weighed actual KGR

Fuzzy Controller

is larger than the weighed desired-KGR (e > 0) and the er-
ror is reduced (e’ <0), the system needs to decrease the
probing rate (F <0).

4. Experimental setup

The testbed of our multi-user wireless channel probing
system is composed of four Gateway LT25 laptops (users or
nodes, called Alice, Bob, Carol, and Eve, respectively). Each
has an Atheros-AR-5B95 802.11a/g/n wireless card. All use
the Fedora Linux operating system with kernel version
2.6.34.8-68.fc13.i686.

Desired Probing
KGR Fu Inference Rate KGR
27i Mechanism .
— k —¥ f' —f (i)—»  Process |[—>»
ic
Fig. 4. Architecture of fuzzy controller.
U
NL NM NS ZO PS PM PL
-15 -10 -5 0 5 10 15  e(i),bits/s
(a)
7
NL NS ZO PS PL
-0 -5 0 5 10 e’ (¥)bits/s’
(b)
"
NL NM NS zZO PS PM PL
-3 -2 -1 0 1 2 3 F (i)Hz

(c)

Fig. 5. Membership functions.
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Table 1
Rules Table.

Incremental probing
rate

KGR Error f;

PL PM PS Z0 NS NM NL

KGR differential PL NL NL NL NM NS ZO PS
error f, PS NL NL NM NS ZO PS PM

Z00 NL NM NS ZO PS PM PL

NS NM NS ZO PS PM PL PL

NL NS ZO PS PM PL PL PL

4.1. Experimental scenarios

There are two groups of experiments. The first evaluates
the performance of the fuzzy controller as compared with
the results using the PID controller. The experiment has
two laptops (Alice and Bob). The second is to implement
the multi-user scenario by using three laptops. Detailed
scenario configurations are described as follows.

Outdoor and indoor. Our outdoor experiments were con-
ducted at a public parking lot on the campus of Beijing
Institute of Technology. The indoor experiments were con-
ducted inside a campus building. Fig. 6 is an illustration of
these scenarios.

Static and mobile (line and random). A static scenario is
defined as having the users Alice, Bob, and Carol all station-
ary. There are no other moving objects. If moving objects
are allowed, we call it a mobile scenario. The types of ob-
ject motion include straight-line and random movements.
In a two-user mobile scenario, we assume Alice is the mov-
ing object and Bob is still. In a three-user mobile scenario,
we assume that Alice is moving and the other two are sta-
tionary. The transmission power of all the laptops was set
at 20 dBm. The velocities of the objects (users) were mea-
sured by a hand-held GPS.

The weather was sunny when all the experiments were
conducted. The outdoor temperature and humidity were
about 27 °C and 55%, respectively, while the indoor tem-
perature and humidity were 23 °C and 48%.

4.2. Performance indices of controller

The fuzzy controller in this probing scheme was spe-
cially designed. A series of experiments involving two
users were conducted to test the performance of the fuzzy
controller. The performance results were compared with
the ones using a PID controller [34] in our previous study.
Denote by K{(i=1,2,3,..., M) the actual KGR at the ith
loop. M is the maximum number of loops determined by
the probing duration. The following is a list of our test per-
formance procedures:

KGR - mean: v, = ¥V, K
KGR - std: standard deviation of KGR,

\V %Zgﬂm - vm)z-

KGR - error: e(i) = [V, & — k.

KGR Oscillation frequency (KGR Osc Freq.): Me, with
M. as the times that K crosses through the setpoint.
KGR overshoot (KGR Oversht.): the amount that K
exceeds its designed value k.

—
Y —
- Vﬂlcf_,,)_\ Bob

Carol

(a) Indoor Scenario

No. 6 Lecture
Building

Bob Carol

(b) Outdoor Scenario

Fig. 6. Experimental Scenarios.

KGR settling time: the time for K to reach the setpoint
the first time, taking the loop number as settling time.

M .
ITAE (Integral of Time and Absolute Error):z;:d(fé')m.
Efficiency: entropy rate estimated by LZ76.

The KGR oscillation frequency, overshoot, and settling
time jointly determine the ITAE. The smaller the ITAE,
the better the controller works.

4.3. Parameters used in fuzzy controller

The parameters used in the fuzzy controller can be ex-
tracted from the membership functions shown in Fig. 5.
For the sake of the controller’s stability, we limit the range
of the probing rate f from 5 to 300 Hz. We set the probing
duration T, =1s.

The parameters used in the PID controller are relative
optimal and can be found in Section V of Refs. [1,34]. The
value of the integral gain is « = 2. The proportional, inte-
gral, and derivative gains are Gp=0.41, G;=0.23, and
Gp = 0.16, respectively.

4.4. Example: three-user probing

In order to depict the multi-user probing method, we
used a three-user scenario (Alice, Bob and Carol). This
can easily be extended to scenarios involving more users.
As shown in Fig. 7, this scenario belongs to the single clus-
ter type (Type I). Alice was selected as the root node and
there were two pairs. The desired-KGR of the Alice-Bob
pair was kg, = 75 bits/s, and the desired-KGR of the Alice-
Carol pair was kg, =10 bits/s. Alice tuned its broadcast
probing rate by comparing the weighed desired-KGR k
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with the weighed actual KGR K. We set the parameters
y=0.5and « =5 in Eq. (2), respectively.

4.5. Cascade reconciliation and privacy amplification

When using cascade reconciliation [10], Alice permutes
the bit stream randomly and divides it into small blocks.
Alice then sends the block of permutation and parity infor-
mation sequentially to Bob. Bob permutes his bit stream
randomly in the same way, also divides it into small blocks,
and calculates and checks if the parity of the blocks are
identical to the one received from Alice. For each block
whose parity does not match, Bob performs a binary search
to find out whether a small number of bits in the block can
be modified to match the parity information. These steps
are iterated until the probability of successful match be-
comes higher than a desired threshold. Since information
reconciliation is a probabilistic technique, it may fail occa-
sionally. In case of such failure, the bit streams can be dis-
carded and the key extraction process can be restarted by
measuring the RSS values again. However, a low failure
probability can be achieved by choosing the number of
passes and the block size appropriately. In this study, we
set the number of passes as 7 and the block size as 8, which
can achieve an acceptable low failure probability.

Privacy amplification is another subsidiary but impor-
tant process. It helps reduce the size of the output in a
bit stream and eliminates the defects caused by the corre-
lation in bits and the revealed information. In this study,
privacy amplification is accomplished by letting both Alice
and Bob use universal hash functions to obtain smaller
output length from longer input streams. The Merkle-
Damgard hash function (a collision-resistant one-way
compression function) was used in our experiments [33].
This breaks the input bit stream into small blocks with a
fixed size (5 bits). The bits in each block are hashed into
4 bits with average compression ratio 0.8. According to
the statistical analysis of cascade reconciliation, the com-
pression ratio is qualified to amplify privacy even though
there are some bits leaking to Eve and some bits lead to
reconciling mismatched bits.

Alice

Carol

Fig. 7. Three-user probing scenario based on the shared channel
approach.

5. Experimental results

First we show the advantage of legitimate users com-
pared with the adversary user. We give the performance
of the fuzzy controller under different situations, such as
different velocities, different motion types, different sites,
and different desired-KGRs. Then we compare the experi-
mental results with the PID controller from our previous
study [1,34].

5.1. Advantage of legitimate channel vs. eavesdropping
channel

In shared key generation, the advantage of legitimate
users should be ensured compared with an adversary user
[19]. In other words, the legitimate users need to share
more mutual information than the adversary user. Other-
wise the process needs an extra process called advantage
distillation or preference distillation.

We designed a three-user experiment in which Eve
stayed close to Bob, and Alice could move randomly. After
a certain duration of channel probing, each user observed a
RSS sequence to be quantized. The results in Table 2 dem-
onstrate that the Alice-Bob pair channel has significant
higher mutual information than the Alice-Eve and Bob-
Eve pair channels, i.e. I(Alice; Bob|Eve) > I(Alice(or Bob); Eve).
Note that a similar conclusion can be obtained at other
probing rates and among more users.

5.2. Performance comparison of fuzzy and PID controllers

The performance results using the fuzzy controller with
different velocities, motion types, and sites are shown in
Table 3, with desired-KGR at 75 bits/s. The corresponding
performance results using the PID achieved in our previous
study are also provided in parenthesis for comparison.

Different Velocities. In the motion experiment, Alice’s
movements are designed as straight line walking, jogging,
and running, respectively. The KGR error represents the
precision using controllers; large value of the error indi-
cates system failure. As shown in Table 3, when the user
moves faster, the KGR error becomes larger, from 0.09 to
0.37 bits/s and the oscillation frequency of KGR increases
while the overshoot decreases. Furthermore, the KGR
reaches the setpoint more quickly if the user moves faster.

The ITAE values become smaller when Alice moves fast.
As one can see, in this case the fuzzy controller performs
better. Fast motion of the user results in high probing
efficiency.

Different Motion Types. Random motion has a large KGR
mean error of 0.31 bits/s, as compared a the straight-line
motion mean error of 0.09 bits/s. Random motion also re-
sults in smaller oscillation frequency and overshoot. How-
ever, the KGR reaches the setpoint at the same time in both
cases. In general, as the ITAE becomes small, the fuzzy con-
troller performs better when the user moves randomly.
Random motion also produces much higher probing effi-
ciency than linear motion.

Different Sites or Locations. We also conducted an exper-
iment in indoor and outdoor locations, as shown in Fig. 6.



L. Dou et al./ Computer Networks 58 (2014) 112-126 121

Table 2
Mutual information among users (mobile and static), Probing rate
f=100Hz.

Mutual information Mobile (bits/s) Static (bits/s)

Iap 65.0 52.3
lae 4.1 3.0
Ipe 2.3 0.9

The mobile velocities were nearly same (about 0.3 m/s)
and motion types were both random motion. The indoor
scenario has a large KGR mean error of 0.20 bits/s, as com-
pared with the outdoor scenario mean error of 0.09 bits/s.
The indoor scenario also results in a small oscillation fre-
quency and overshoot. However, the KGR in both cases
reaches the set-point at the same time.

In general, as the ITAE value is small, the fuzzy control-
ler for indoor case performs better. Moreover, the indoor
scenario produces much higher probing efficiency than
the outdoor does.

Different Desired-KGRs. The desired-KGRs from all
experiments above were set at 75 bits/s. Table 4 gives the
results under different desired-KGRs. This experiment
was conducted only for an indoor location with random
motion and speed at about 0.3 m/s. With the increase of
the desired-KGR, the probing rate increases but the effi-
ciency drops. When the desired-KGR is smaller than
25 bits/s, the efficiency is very high, even above 50%. In
general, the faster the users want to generate a key, the
lower efficiency the channel probing has.

Since the maximum randomness of the wireless chan-
nel is definite, it is unable to provide very large KGRs. De-
sired-KGR values larger than 210 bits/s cannot be achieved
in our platform.

From the experimental results above, we find that all
the KGR errors are smaller than 0.38 bits/s with the de-
sired-KGR value of 75 bits/s. Even when the user moves
very fast, it only goes up to 0.37 bits/s. This indicates that
the fuzzy controller has higher precision. The ITAEs are
all smaller than 67, meaning that the fuzzy controller has
good control ability for all kinds of situations.

Comparison of FL and PID Controllers. In order to com-
pare the fuzzy controller with PID controllers, we made
our best effort to ensure that both controllers have the
same conditions. The corresponding performances results
using the PID were extracted from the previous study
[34]. The corresponding data are provided in parentheses
in Table 5.

Table 3

The detailed comparison of the fuzzy controller with
the PID controller is plotted in Fig. 8. As shown in Fig. 8a,
the KGR error and the ITAE of the fuzzy controller are both
smaller than that of the PID controller. The fuzzy controller
improves the accuracy by 0.11 bits/s, which is 36.7%. It en-
hances the control ability (ITAE) by 8.5 units which is
14.0% on average. This means the fuzzy controller is able
to control the probing process much better. The higher
the probing accuracy is, the smaller the overshooting and
the lower the oscillation number.

Fig. 8b shows that the fuzzy controller in the channel
probing is more efficient than the PID controller. The fuzzy
controller improves the probing efficiency by 0.046 bits/s,
which is 13.7% on average. However, it is hard to tell the
probing rate difference between these two controllers be-
cause the channel randomness is not influenced by the
controller types but by the environmental changes. Fig. 9
also supports this observation. The fuzzy controller has
higher probing efficiency than the PID controller at differ-
ent desired-KGR values and improves the probing effi-
ciency by 0.10 bits/s, which is about 63.5% on average.
Again, the difference in the probing interval between two
controllers is not clear.

5.3. Multi-user probing

The experimental results in the three-user case (Alice,
root node; Bob and Carol member nodes) are presented.
Table 5 lists the DWF values corresponding to the satisfac-
tion of the KGR requirements when desired-KGR values of
these pairs (75 and 10 bits/s for Bob and Carol, respec-
tively) are given. The DWF values can be determined based
on the DWF scale model given in Section 3.1. For simplic-
ity, we say Bob instead of the Alice-Bob pair and Carol in-
stead of the Alice-Carol pair. The left-hand-side of the
semicolons in Table 5 stands for Bob’s satisfaction answer
and the right-hand-side refers to Carol’s. If the user’s an-
swer is satisfied, we mark ‘Y’; if the user’s answer is not
satisfied, we mark ‘N’ and give the actual KGR. After
observing the results in Table 5, we can state:

e Each user’s DWF affects the other’s actual KGRs. If Bob
upgrades his DWF value, both Bob and Carol’s actual-
KGR values increase.

o If one user’s desired-KGR value is smaller than the
other’s, his KGR requirement will be satisfied much
more easily. In this example, Carol’s desired-KGR is

Performance of fuzzy controller under different situation (PID controllers’ results are also listed in parenthesis).

Situation Different velocities (m/s) Different motion types Different sites

Values 0.4 1.0 1.5 Straight Line Random Outdoor Indoor
KGR Error 0.09 (0.15) 0.25 (0.38) 0.37 (0.59) 0.09 (0.15) 0.31 (0.42) 0.09 (0.15) 0.20 (0.33)
KGR Osc. Freq. 0.26 (0.29) 0.31 (0.34) 0.32 (0.30) 0.26 (0.29) 0.33 (0.42) 0.26 (0.29) 0.23 (0.26)
KGR Oversht. mean 8.45 (9.82) 6.32 (7.01) 5.81(6.17) 8.45 (9.82) 5.98 (7.29) 8.45 (9.82) 5.57 (6.10)
Settling Time (loop) 4 (4) 3(3) 3(3) 4 (4) 4 (3) 4 (4) 4 (4)

ITAE 66.1 (72.5) 50.4 (61.3) 43.7 (55.2) 66.1 (72.5) 50.9 (58.6) 66.1 (72.5) 39.8 (49.7)
Probing Rate 101.1 (102.4) 88.3(89.1) 78.5 (80.1) 104.1 (102.4) 90.9 (92.4) 104.1 (102.4) 84.1 (83.4)

Efficiency (LZ76) 0.347 (0.318)  0.369 (0.320)

0.377 (0.337)

0.347 (0.318)  0.442 (0.345) 0347 (0.318)  0.410 (0.362)
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Table 4
Performance of fuzzy controller under different desired-KGRs.

Desired KGR KGR mean Probing rate Efficiency (LZ76)
25 24.8 39.1 0.572
50 50.1 117.4 0.448
75 74.8 165.2 0.398

100 101.2 211.8 0.325

150 149.1 263.5 0.282

200 202.5 294.0 0.175

300 207.0 298.6 0.170

much smaller than Bob’s and her KGR requirement can
be satisfied much easily, no matter what DWF value she
or Bob has.

Probing Rate and Efficiency. Since Alice broadcasts the
probing frame to both Bob and Carol, she determines
the broadcast probing rate. She compares the
weighed-actual-KGR K of both pairs (Alice-Bob and
Alice—Carol) with the weighed desired-KGR k. She is
also responsible to determine a new broadcast probing
rate for next loop.

In Fig. 10, we compare the probing rate and efficiency
for a multi-user cluster. Here, the x-axis is marked by the
pair (wp; w.), where wj is Bob’s DWF and w, is Carol’s.
We can see that the DWF upgrades increase the broadcast
probing rate steadily from 5.2 to 133 and enlarge the devi-
ation. As a trade-off, the probing efficiency decreases from
0.62 bits/s to 0.27 bits/s.

Let us consider the scenario with three users with dif-
ferent desired-KGRs and different DWFs.

Both Users in Trivial Grade. In Fig. 11 we specify that
both Bob’s and Carol's DWFs are in trivial grades, i.e.
wp=0,w.=0. No matter what the users’ desired-KGRs
are, the actual-KGRs of the users fluctuate randomly with
a small deviation. In other words, their actual KGRs are
independent of their desired-KGRs. This is because the
weighed desired-KGR directly equals the compensate va-
lue o when w = 0. The mean that Bob’s and Carol’s actual
KGRs are 4.96 and 4.99 bits/s with standard deviation
0.048 bits/s and 0.094 bits/s, respectively. It is reasonable
to say that if the number of users increases beyond three,
the actual KGRs of all users are around o and the values
are independent of each other. This scenario can be ap-
plied to the case when network and computational re-
sources are temporally inadequate. Setting o at an
appropriate value is very important to ensure that a mul-
ti-user probing system can operate normally and ratio-
nally in trivial grading.

Table 5
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Only One User in Trivial Grade. In Fig. 12 we see the sce-
nario with Bob’s DWF in normal grade while Carol’s is in
trivial grade (wp =1, w,=0). No matter what Carol’s de-
sired-KGR is, Bob’s actual-KGR is determined by Bob’s de-
sired-KGR and Carol’s actual-KGR is proportional to Bob’s
desired-KGR, respectively.

However, when Bob’s DWF value is small, the probing
system only provides a basic level of KGR, but with high
efficiency. This will result in dissatisfaction by users who
expect large desired-KGRs. Bob’s actual KGR deviates from
the desired-KGR value by an average of 1.6% in the present
experiment. Since Carol’s requirement does not influence
the probing, her actual KGR deviates from the desired-
KGR value by an average of 67.9%.

Both Users in Normal Grade. In this case, both Bob and
Carol set their DWFs in normal grade (w, =1, w.=1). Even
though Bob’s desired-KGR is fixed, his actual KGR is deter-
mined by his and Carol’s desired-KGRs. If Carol has more
KGR requirements, Bob’s actual KGR value is high. In gen-
eral, the actual BGRs of Bob and Carol are not identical.
For example, if Bob’s and Carol’'s desired-KGRs are
75 bits/s and 25 bits/s respectively, their actual KGRs are
55.7 bits/s and 55.1 bits/s, respectively.

This analysis of experimental results indicates that one
user’s actual KGR is determined by all users’ desired-KGRs
and DWFs. Similar to the two-user scenario, both move-
ment and environmental dynamics affect the final probing
efficiency.

Parameters y and «. In the three-user scenario above, we
set the parameters y and o in Eq. (2) as 0.5 and 5, respec-
tively. What happens if we change y and «? The compensa-
tion parameter o makes the probing system work with a
reasonable probing rate when all users’ DWFs are set in
trivial grade because “user in trivial grade” means he/she
does not care about satisfying his/her KGR requirement.
In this case the system does not need to probe fast, which
can save network resources. Therefore, it is better to set the
compensation parameter o low, like the 5 bits/s in our
experiments.

The compromising coefficient y is very important. The
selection range is from O to 1, and a large y value would in-
crease the desired-KGR weighting. In that case, users’ KGR
requirements would be satisfied much more easily, but the
price to be paid is a decrease in probing efficiency. By con-
trast, a small y would probably disappoint users who have
large DWFs.

In practice, choosing appropriate values for y often de-
pends on the network and power resources. For example,
it is much better to choose a small y in ad hoc networks
that are made up of power-limited and hand-held devices,

Desired-key-generation-rate weighting factor for Alice-Bob and Alice-Carol cannel pairs.

Bob and Carol satisfied?

WEFD of Carol with desired-KGR (10 bits/s)

Trivial Normal Anxious Essential
WED of Bob with desired-KGR (75 bits/s) Trivial N(5.2); N(5.5) N(10.3);Y N(15.8);Y N(19.8;Y)
Normal N(42.2);Y N(47.1);Y N(53.0);Y N(58.2);Y

Anxious Y;Y Y;Y Y;Y Y;Y

Essential Y;Y Y;Y Y;Y Y;Y

Question: Are they satisfied? (Y: yes; N: no)
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Fig. 12. Actual KGR and DWF (Bob: normal; Carol: trivial).

or in wireless sensor networks. By contrast, for cell com-
munication networks with adequate energy resources
and high bandwidth facility, it seems better to choose a
large value.

6. Conclusion and discussion

In order to provide a feasible mechanism for multi-user
key generation in wireless networks and to improve the
performance of wireless channel probing systems, we
developed a scheme to weight users’ requirement satisfac-
tion for multi-user key generation. Strategically, we ap-
plied a fuzzy controller to reduce the error between a
user’s desired-KGR and actual KGR. The experimental re-
sults show that the probing scheme with the fuzzy control-
ler enables us to efficiently tune the probing rate under
different situations, effectively produce smaller over-
shoots, and reduce oscillations as compared with that the
probing scheme using a PID controller.

The most important contribution of this paper for prob-
ing systems is its application in a multi-user scenario for

the first time, to the best of our knowledge. We introduced
a broadcast probing approach and the Desired-KGR
Weighting Factor (DWF). A series of three-user experi-
ments demonstrated that the probing system enables us
to make a trade-off between probing efficiency and the
KGR requirement.

The fuzzy controller stabilizes the KGR at desired values
with an error less than 0.38 bits/s and probing efficiency
exceeding 0.44. Employing a fuzzy controller in the pro-
posed scheme can improve the control accuracy by
0.11 bits/s or 36.7%, enhance the control capability by 8.5
units or 14.0% ITAE of the PID controller, and increase the
entropy rate by 0.046 bits/s or 13.7% on average compared
with the results using PID controller.

The multi-user channel probing method is the ground-
work for group key generation in wireless networks.
Although the present study is our primary research work,
it provides a significant insight into further investigation
in group key generation systems, such as agreements and
policies among the nodes, security settling, and key
refreshment.
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